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HAOEXHbIE NAPON

HEOBXOOWNMO:

+ Cospaeatb NnepcoHansHble (YHKansHble) naponmu
K pasHbIM cepBMcaM 1 MeHATb UX kaxkdble 3 MecaAua

+ WcnonesoBaTb cnoxHble Naponm: MUHUMyM 12
CYMBO/OB, OAHOBPEMEHHO LM Pbl, CTRPOYHbIE
VI NPONUGHbIE BYKBbI, 3HaKM MyHKTYaL 1

+ [NoBepATb TONbKO NPOBEPEHHbIM
MeHeoxXepam naponen

HE PEKOMEHOYETCSH:
— VlcnonbsoeaTbh MOBTOPEHNA CUMBOMIOB
— XpaHWUTb Napo/in Ha ByMadkKHbIX HOCKUTENAX

— lcnone3oBaTk B kaYecTBe napond CBOW NoruH (MMH
nonbsoBaTend, ydeTHaa sarnunch, HVIKHel;'IM)

— CoxpaHaTb Napofb aBToMaTudeckr B bpaysepe

— KcnonezoraTth 6uorpadnyeckyio
nHbopmMaumio B napone

BE3OMNACHbIA WI-FI 02

HEOBXOOVIMO:
OTkNtoUUTL 0BLwmin gocTyn K Bawen Wi-Fi ceTtu
N MCMONB30BAaTb HAOEXKHbIV Mapob K He

+ OBHOBWUTL NPOLWMBKY POyTEpa U CMEHNTL Napo/b
K aOMUHUCTPATVNBHOM NaHenn

+ Sal'lpeTI/ITb aBToMaTmnyeckoe NogknyeHre CBOUX
YCTPONCTB K OTKPbITEIM Wi-Fi Toukam

HE PEKOMEHOYETCH:

— BeoawTb cBOWM NorKH 1 napons 4ocTyna K yd4eTHOW
zanucu (cTpaHnue) i cncteMe 6aHKOBCKOrO
0BCNYKNBAHWA NPU NOAKAKYEHUN K BEeCnNaTHbIM
(oTkpbiTbiM) Toukam Wi-Fi B kade, TpaHcnopTe,
TOProBbIX LeHTpax 1 T.4.

Ol BPAY3EPbI I CAUTDI 03

HEOBXOOWNMO:

4

)i

O6HoBNATL Bpaysep 1 NnarviHbl
Mcnonbsoats VPN

HE PEKOMEHAOYETCH:

ﬂepeXOD,MTb Nno HernpoepepeHHbIM CCbl/ikamMm

BeoanTtb HbopMaLumo Ha canTax, ecnim coeguHeHmne
He sawmuieHo (HeT https i)

CoxpaHaTb NepcoHanbHble AaHHble B 6paysepe

3ALLNTA OHNANH-BAHKWHIA 04

HEOBXOAWMMO:

XpaHuTb B TalHe NUH-Ko4 KapTbl 1 Apyrue
6aHKoBCKWe daHHble

MpukpbiBaTb NagoHbIO KNaBUaTypy Npy BBOAE MH-
Koga

OdopMUTb OTAENbHYIO KAPTY 419 OHNANH-MOKY MoK
1 He gep>KaTb Ha Hel Bonblunie CyMMbl
VicnonbsoBaTb NUMUTLI HA MaKCUMasibHble CYMMbI
OoHNamH-onepaynn

CkpbiTe CVV-kopa Ha kapTe (TpexaHauHbIl Homep
Ha 06paTHON CTOPOHE), MPeaBapUTENbHO
coxpaHuB ero

HE PEKOMEHAOYETCH:

XpaHUTb NUH-KOA BMECTe C KapTOYKOW/Ha KapToyke
Coobuwats CVV-kog nnm otnpaensaTb ero ¢oTo

PacnpocTpaHaTb CBOW MacnopTHbIe AaHHbie
(MHPopMaumio NMYHOro xapakTepa, HoMep
MOBUNbHOrO TenedoHa), TOrMH 1 Maposb AN8 4ocTyna
K cucTeMe UHTepHeT-6aHKnHra

Coobuwatb gaHHble, mony4yeHHble B Buae SMS-
CoOBUEeHUNY, CeaHCOoBbIe Maponu, Kog
aBTopv3aunm 1 T.A.

NCNONb3OBAHUE MPUMOXEHUN,
COLICETEWN N MECCEHXKEPOB

HEOBXOOKMO:
+  YcTaHaBMBAaTbL MPUIOXKEHWS TOMbKO U3 0dULIMANEHbIX
MarasmHoB

+ Obpalats BHUMaHKMe, K KakUM byHKLMAM YyCTPONCTBA
nprnoxXxeHye sanpallimsaeT 4OCTym

Ob6MeHMBaTbCH COOBLEHVAMM B COLCETSIX

1 MecceHaXKepax, TOfIbKO MOSIHOCTbIO
YOOCTOBERVBLUWACE B IMHYHOCTK cobecenHnkKa,
He pearvpys Ha COMHWTE/IbHbIE MPOChBbI 1
npennoXxeHus

HE PEKOMEHOYETCSH:

PasmMellaTb NepCOHANBHYIO U KOHTAKTHYIO
nHpopmaumio o cebe B OTKPLITOM 4ocTyne

— YkaasbleaTb reonokauyio Ha ¢oTo B MocTax

— OTeBeyaTb Ha 06MOHbIE BhIpaXKeHWUs N arpeccuio
B couceTax — Nnyyle HanMmnTe 06 aToM
agMUHUCTPAaTopy pecypca
YNoTpebnsaTh HeHOPMATVBHYIO 1eKCUKY MNP 0BLEH A

- YcTaHaBnneaTb NPUNOXKEHNA C HUSKNM PEATUHIOM
1 HeraTMBHbIMW OT3biBAMU

BE3OMACHOCTb
06

BNEKTPOHHOW NOYTbI

HEOBXO4MMO:
MoaknounTb ABYXdpakTopHYIe ayTeHTUduKaLmo

+ WenonbsoBath pasHyto NodTy 4as nepenucok 1 Ans
pervcTpaymn Ha camrax

+ WenonbseosaTb cnaM-ounbTRb

HE PEKOMEHOYETCH:

Pearmpoaa‘rb Ha nMcbMa OT HeEM3BeCTHOIro
oTNpaBnNTEeNnd — cKopee BCero 8To cnam mnim
MOLWEeHHKNKN

- OTKpbIBaTE NOO03PUTE/LHOE BIOXKEHWNE K MCbMY —
cHa4Yana nosBoHWTE OTNPABUTENO 1 y3HaNTEe,
4yTO 9TO 3a dann



