KAK HE CTATh JKEPTBOU B KUBEPIIPOCTPAHCTBE

Hu nns xoro He cekper, 4TO BOMPOCHI obOecreueHus: WHGOPMAIMOHHON
Oe3omacHOCTH B ceTd VHTEepHET B HACTOAIIEE BpEMsl CTAHOBITCS Bce Ooee
akTyanbHbIMH. HMH(popmanus u MHPOpMaUMOHHAs TEXHOJOTMS BCE Yalle
BBICTYMAIOT KaK IPEIMETOM, TaK U CPEJICTBOM COBEPIICHHS OOIIECTBEHHO OMACHBIX
HOCAraTeNbcTB B MHPOpManMoHHON cdepe. [IpakTuuecku Bce TpyAOCHOCOOHOE
HAaCEJICHUE, a TAK)KEe HECOBEPILICHHOJIETHUE TAK UJIM MHAY€ BOBJICYEHBI B IIPOLIECCHI,
CBsI3aHHBIE C pecypcaMu cetu VIHTepHeT.

[lo panHbIM MuHucTepcTBa CBA3M W HH(popmaruzanuu PecnyOnmku
bemapycs, Ha Hagaso 2021 roja yciryr 3J€KTPOCBS3H B HAILIEH CTPAHE OKA3BIBAIOT
189 omnepaTopoB. KonnuecTBO aOOHEHTOB CTAllMOHAPHOTO UIMPOKOMOJIOCHOTO
JIOCTyTa B CETh MHTEPHET COCTaBIsACT 3,256 MJIH., KOJIMYECTBO a0OHEHTOB COTOBOM
cBsA3U cocTaBisieT 11,66 MIIH M MX KOJIMYECTBO MOCTOSAHHO pacteT. [IpecTtynHoCTh
B ceTu MHTepHeT mpuoOperaer Bce OoubllMe MacIITadbl, U300pETAIOTCS HOBBIE
YJIOBKH, K KOTOPBIM HAIllM IPakJaHe MOPOW OBIBAIOT HE TOTOBbI, B TOM YHUCIE IO
OPUYMHE  MUHUMAJIBHBIX  TO3HAaHMM MO  O0ecrneYeHur0  COOCTBEHHOM
MH(OPMAITMOHHOW O€301TaCHOCTH.

CocTosiHMe PECTYNMHOCTH B c(hepe BLICOKUX TEXHOJIOTHI

Ha npoTspkeHuM mocleHuX JIET YUCIO MPECTYIUICHUN B cepe BBICOKUX
TEXHOJIOTUI HEYKJIOHHO mnpojaonkaeT pactu. B 2020 rogy B bpectckoit o6nactu
3aperucTpupoBaHo 3124 BBICOKOTEXHOJOTHYHBIX mpecTyruienuin (2020- 1095,
+185,3%).

Poct konmmvecTBa 3aperucTpupOBaHHBIX NOpecTyruieHud 1o jguauun CBT
B OCHOBHOM OOYCIJIOBJIEH YBEJIMYEHUEM KOJUYECTBA 3apErHMCTPUPOBAHHBIX
XMIIEHUH C UCITOJIb30BAaHHEM KOMITbIOTepHOM TexHukH (¢ 897 mo 3053, +240,4%),
U3 KOTOpbIX HauboJiee 3HAUUTEIBHYI0 YacTh COCTABJISIOT MPECTYIUICHUS,
CBS3aHHBIE C OOpallleHHSIMU TpakaaH Mo (pakTaM XHUIUEHUN JEHEKHBIX CPEICTB
C CTOJIb30BAHUEM TOJYYEHHBIX OOMaHHBIM IyTEM PEKBU3UTOB OaHKOBCKUX
IUIATEXKHBIX KapT.

Kaxk ne cmamo .)fcepmeoﬁ xumenm? C UCnoJjib306aHuéem Komnblomepuoﬁ MmMexXHuKu

C 2020 roma mo Hacrosiiee Bpemsi Ha Tepputopun bpectckoii ob6nactu
HAONIOMAeTCsl BCIUIECK AKTUBHOCTH TMPECTYIUICHWH, COBEPIICHHBIX IyTEM
3aBJaJCHUS PEKBU3UTAMU OAHKOBCKHMX KapT B XOJ€ TEJIC(POHHBIX Pa3rOBOPOB MO/
BUJIOM COTpYAHUKA OaHKa — «BHUILIUHI» U C MOMOIIBIO (DUIIIMHTOBBIX CTPAHHUII,
UMUTHUPYIOIINX PA3JIMUHbIE TOPTOBbIE HHTEPHET-TUIONIAIKH.

Cnpasouno:



Buwune (anen. vishing, om voice phishing) — o00un u3z memooos
MOWEHHUYeCmea  C UCNOAb308AHUEM  COYUANbHOU — UHMCEHEePUU,  KOMOpblll
3aKnouaemcs 6 MoOM, UMO  3M0VMbIUINEHHUKU, UCHOAb3VA — MeleQOHHYIO
KOMMYHUKAYUIO U U2PAsl ONPeOeNeénHyI0 pOlb (COMpYOHUKa OanKd, NOKYynames
um. 0.), HOO PAaA3HbIMU NPeON02aMU BbLIMAHUBAIOM ) 0epicamens NIamedCHOU
Kapmul KOHGUOEHYUANbHYIO UHGOpMAyuio Ui CMuMyaupylom K CO8epuLeHUIO
ONpeOeNéHHbIX 0eltiCmBULl CO CBOUM KAPMOUHBIM CYEMOM / NIAMENCHOU Kapmou.

Quwune (aunen. phishing om fishing «pvionas 106715, 8blyrHcUBAHUE») — BUO
UHMEPHEeM-MOUWEHHUYeCMB8d, Yelbl0 KOMOpo2o AGIAemcs NoJydeHue 00Cmynd
K KOHQOUOEHYUATbHBIM OAHHBIM NOb308amenell — JA0SUHAM, NAPoaIM U UHOU
NEepCOHANbHOU UHGOpMayuu. Imo oocmueaemcs nymém nposedeHus MAaccoBvlx
PACCOUIOK IIeKMPOHHBIX NUCEM OM UMEHU PA3IUYHbIX OP2AHU3AYUL, a MAaKdice
JIUYHBIX COOOWEHULl BHYMPU Cep8UCco8, HANpumep, Om UMeHu OAHKO8 Ulu
HOCPeOCmBOM COYUATbHBIX cemell U MecceHodcepos. B nuceme 3auacmyio
CO0EPIHCUMCIL NPAMASL CCOLIKA HA Calim, 6HEUHe HeOMAUYUMbIL OM HACMOAULe20,
b0 Ha cavm ¢ pedupekmom (neperanpagnenuem). Ilocie mozo kak noib3o8ameins
nonadaem Ha NOOOENbHYI0 CMPAHUYY, MOWEHHUKU NbIMAIOMCA  Pa3iudHbIMU
ACUXOTI02UYECKUMU NPUEMAMU NOOYOUMDb NOJIL308AMENST 86eCMU HA NOOOENbHOU
cmpanuye ceou JN02UH U NApolb, KOMOpvle OH UCNOAb3Yem Ol O00Cmyna
K ONPeOeniéHHoMy caumy, PeKsusumvl OAHKOBCKUX WIAMENCHbIX KApm UlU UHble
NepCoHANbHble OaHHble, YMO HNO360JSem MOWEHHUKAM NOIYYUMb  O0CMYN
K AKKAYHMAM U OAHKOBCKUM CYEemaM.

B 2020 roy ¢ MCHIOJIb30BaHUEM METOJUKH «BUIIMHIa» 3JI0yMBIIIJIEHHUKAMU
ob11 coBeprieHO 988 (32% Bcex BBICOKOTEXHOJOTHYHBIX mpecTyruieHuit). [lo
cocrtossHuto Ha 11.02.2021 roma yxe coepuieHo 164 mnpecTymuieHHs DaHHON
kareropun (47% ot Bcex 3apeructpupoBaHHbIX 1no JuHuu CBT B 2021 ronay).
3710yMBILIEHHUKH, TPEACTaBIISASICh MPEICTABUTENIMA OAHKOBCKUX YUPEKICHUH,
OCYUIECTBJISIOT 3BOHKM HAa MOOWIbHBbIE Tele(OHbl TIpaXJaH W TOJ BUIOM
npeacTaBuTeNsl OaHKOBCKOro yupexzaeHus PecnyOnuku benapych nbITaroTcs
3aBJAJIETh PEKBU3UTAMU UX OAHKOBCKMX IUIATEKHBIX KApT MW  HMHBIMU
KOH(HIEHIMATbHBIMU JTaHHBIMU. B mporecce oOleHUs YyKa3aHHbIE JULA
COOOIIAIOT, YTO HEOOXOJUMO CpPOYHO OCYHIECTBUTh Kakue-Iubo JAerCTBUs
c 0aHKOBCKOM TJIATEKHOU KapTOH, TaK KaK KTO-TO JIMOO MBITAETCS MMOXUTUTH C HEE
JICHE)KHbIE CPEJCTBA, JIU00 0POpMIIIET KPEIUT WM MPOU3BOAUT MOJAO3PUTENBHYIO
omnaty. B 2020 romy st ocyiiecTBiIeHHsS TOJOOHBIX 3BOHKOB MPECTYIMHUKH
3a4aCTyI0 UCHOJIb30BAJI COBPEMEHHBIE BO3MOKHOCTH CETH VIHTEpHET, B YaCTHOCTH
BO3MOYKHOCTb «IIOJIMEHBI HOMEPAY.

CyTh «BUIIMHIa» 3aKJIKOYAETCd B TOM, YTO Yy MOTEPIIEBIIErO0 Ha JKpPaHE
MOOMIBHOTO TelleoHa OTOOpakaeTCsi COBEPIICHHO 000N a0OHEHTCKUN HOMEp
TenedoHa, 3aJaHHBIM 37TOYMBIIUIEHHUKOM, OOBIYHO 3TO HOMEp KaKoro-jimbo
OAHKOBCKOI'O0 YUYPEXJEHHUS M CaM 3BOHOK IO CBOMM BHEIIHUM MpU3HAKaM He
ABJISIETCA ~ NOAO3PUTENBHBIM. B nmanbHedimeMm, mnpeanpunsateiMu OB/l



ONpEJEICHHBIMU MEpaMH, HCIOJIb30BAHUE BO3MOYKHOCTH «IIOJMEHBI HOMEpay
HECKOJIBKO YTPAaTUJIO CBOIO aKTYallbHOCTb M B HACTOAIIEE BpeMs Ui OOIIEHUs
C rpaXJaHAMHM  MPECTYNHHUKU MPEUMYIIECTBEHHO HCIIOJNb3YIOT  pa3JInyHbIe
UHTEPHET-MECCEH/KEepPbl, B YacTHOCTH «Viber», Tne B KayeCcTBE WMEHHU
MOJIb30BaTENsI (HUKHEWMAa) OHHM YKa3bIBAIOT O(UIIMATILHEIN HOMEP OaHKa JHOO0 ero
Ha3BaHUE, B KAyeCTBE «aBaTapKW» HCIOJb3YIOT JOMOTHII WM 3MOJIEMY
OAHKOBCKOI'O YUPEXKIACHHUS.

Crnenyer OTMETUTh, YTO 3a4acTyIO 3JI0YMBIIIJICHHUKH BIAJCIOT KaKOW-I100
MUHUMaJIbHON WHGOpMaleil o rpaxaaHax (UMs, OTYECTBO, JaTa POXKICHUS,
nocienHue 1ugpsl 0aHKOBCKOM KapThl U Jp.), 3TO CIOCOOCTBYET IMOBBIIICHUIO
JIOBEpHsl K 3BOHSIIEMY M TPOM3BOJUT HAa HETO OMNPEJEICHHOE BIEYATIICHUE.
B nanpHeiemM 370yMBIIUIEHHUK TPOCUT COOOHIUTh MHGOPMAILIHIO 0 OaHKOBCKOM
kapte (ee Homep, cpok neictBusa, CVV-koxa, comepxanue CMC-cooOuieHus,
KOTOPOE€ B XOJI€ pa3roBopa NOCTymaeT Ha MOOWIbHBIN TenedoH). Ilomyuus
WHTEPECYIONIyI0 WHGOPMAIHMIO, OH COBEPIIACT XHUIICHUE ICHEXKHBIX CPEACTB.
CyIIecTBYIOT pa3InIHbIC CIIOCOOBI XUIIICHUS ICHEKHBIX CPECTB — ITyTEM TepeBoIa
Ha MHYIO OaHKOBCKYIO KapTbl, HaXOJAINIYIOCS B TOJH30BAHHUH 3JI0YMBIITUICHHHKA,
AJICKTPOHHBIE KOIIENbKHA Pa3IMYHBIX IUIATEKHBIX CHCTEM, OTKPBITHE OHJIAMH-
KpeauTa u JIp.

B kauectBe nmpumepa U300peTaTENbHOCTH MPECTYIHUKOB MOYKHO NPUBECTU
CJICTY FOLLIHM:

22.01.2021 B YBJI bpectrckoro OUK nocrymnuino oOpaiiieHrue KUTEITbHUIIBI
r. bpecta no ¢akry nocrynusiiero Tene(OHHOr0 3BOHKAa OT HEYCTaHOBJIEHHOTO
JUIA ¢ TPOCHOOH TPENOCTaBICHUSI PEKBU3UTOB OAHKOBCKOW IIATEKHOM KapThl.
B xozne nepBoHayabHOM NMPOBEPKHU YCTaHOBIEHO, 4TO 21.01.2021 B 12:09 yacoB Ha
a0OHEHTCKHUI HOMEp 3asIBUTEIBHULIBI B UHTEPHET MecceHkepe «Viber» noctynun
Terae(OHHBIM 3BOHOK OT HEM3BECTHOI'O €l paHee JIMIa B HUKHEIME KOTOPOro ObLI
yKka3aH aboHeHTckuil Homep 375173375750 3BOHMBIIMN MyX4HHA MPEICTABUIICS
corpynaukoM OAO «bIIC-COepbank» M HACTOMYMBO MOTPeOOBal MPUTIACUTH
K TeJieOoHYy ChIHA 3asBUTENbHUIIBI 1982 r.p. 3asBUTENbHUIA Tiepenana TenedoH
CBOEMY CBIHY, KOTOPOMY HEU3BECTHBIM COOOLIWJ, YTO C HAXOJIAILIEHCA y HEro
OAaHKOBCKOW TMJIATEKHOM KapThbl MPOMCXOAUT CIUCAHUE JIEHEXKHBIX CpEICTB
U TIONIPOCUJT  MIPEOCTaBUTh  MEPCOHANbHbIE JaHHbIe, YTOOBI 3aMOpPO3UTH
TPaH3aKLHIO, HA YTO MOCIEAHUN OTBETUJI OTKa30M, YIIOMSHYB YTO HE IOJIb3yETCs
ycryramu OAO «bIIC-Coepbank», a wucnoib3yer OaHKOBCKyr kapTty OAO
«IIpuopbank» u monoxusl Tpyoxky. Yepe3 HECKOIbKO MUHYT C YKa3aHHOTO BBIIIIE
aOOHEHTCKOT0 HOMEpa TMOCTYNHJI MOBTOPHBIN 3BOHOK. 3BOHUBILIMI MYy)KUMHA
npeacrasuics coTpyaHukoM OAO «llpuop6Gank», MOBTOPHO COOOMIMII, YTO
C HaAXOJsIIecss y Hero OaHKOBCKOW IJIATEKHOW KapThl MPOUCXOAUT CIIHCAHUE
JIEHEXHBIX CPEJCTB M BHOBb MOMPOCHJ NPEIOCTAaBUTh MEPCOHAIbHBIC JAHHBIC
Y PEKBU3UTHI HAXOSIIEICS B MOIB30BAHUU TOCIETHET0 OAHKOBCKOM KapThl, HA YTO
BHOBb MOJyuua OTKa3. [locne yka3aHHOro pasroBopa Ha aOOHEHTCKHMH HOMEp
3aSBUTEJIBHUIIBI B MHTEPHET MecceHkepe «Viber» TOCTynmuia 3BOHOK



c aboneHnTckoro Homepa 37067876341 (yka3aHHBII HUKHEHM IOJb30BaTEIIS:
«102»). 3BoHMBIIMI MyX4HHa HpeactaBuici corpyaHukoM OB/l JleHuHckoro
p-Ha r. bpecta maiiopom Mumuiuu CokonoBsiM Huxurtoil BragumupoBuuem
Y COOOIIWI, YTO BBIIICYKa3aHHbIE 3BOHKM OBUIM OCYLIECTBJIEHBI JI€HCTBUTEIIHHO
OT COTPYJIHUKOB ~ OAaHKOBCKHUX  YyUPEXKIEHHUH W  TMOMPOCHI  TMPEAOCTaBUTH
NIEPCOHAJIbHBIE JIaHHBIE €€ ChIHA, Ha YTO TaKKe Moxydymia otka3. Cpasy ke mocie
OKOHYAHHSI pa3roBOpa ¢ YKa3aHHOT'O BBILLIE HOMEpA MOCTYIHJI TIOBTOPHBIN 3BOHOK.
3BOHUBIIIAS KEHIIKMHA [IPEICTaBUIIACh 3aB. OT/IEJIOM (PUHAHCOB MOCKOBCKOTO p-Ha
Huknutunoit CBernaHod M MNOBTOpWJIa MPOCKOY O TMPEAOCTaBICHUU paHee
3arpairBaeMoi HHPOpMAIMK, Ha YTO TAKKE MOJIy4nsIa OTKa3.

C 1nenbr0 MNpeoTBpAaIllEHUs COBEPLICHUS MPECTYIUICHWH YKa3aHHOU
KaTeropuy Ha TEPPUTOpPUM 00sacTH, coTpynHukamu OBJ[ Bo B3aumoneicTBUU
C UHBIMH IIPABOOXPAHUTENILHBIMU OpPTaHAMHU, yUpexaAeHUsIMU oOpazoBanusi, CMU,
TPYJIOBBIMU  KOJUIEKTUBAMH M HWHBIMM  3aMHTEPECOBAHHBIMU  IPOBOJUTCA
ompenenieHHas npodpadora. K coxanenuto, cienyer KOHCTaTUPOBATH (PakT, UTO
UMEIOTCS TpaXKJaHe, KOTOPbIE 3HAIM O MOAOOHOTO POJia MOLIEHHUYECTBAX, BMECTE
C TeM MOIaJ Ha YJIOBKY TaK Ha3bIBAEMBIX «JIKECOTPYIHHUKOBY OAHKOB.

Cnenyer oOpamiatb BHUMaHuME€ Ha TO, 4YTO COTPYJHUKH OaHKOBCKHX
YUpEXKJIEHUH B TeNEe(POHHBIX Pa3roBOpax HUKOTA HE YTOUHSIOT Y CBOUX KJIMEHTOB
KOHQUACHIMAIBHYI0 HH(pOpMalnio, a HOMEep OaHKOBCKOM KapThl MM BCerja
U3BECTEH.

Ecnu BaMm nmocTynui Takoi 3BOHOK, CIEAYET IOMHUTH!

-HU TpU KaKUX OOCTOSITENIbCTBAX, HUKOMY M HHUKOIZa HE cooOlaiTe
nH(popMmario o cedbe uiam cBoeil 0AaHKOBCKOM TIaTEKHOUM KapTe. 3aroMHUTE, OaHK
HUKOIJIa HE CTaHEeT 3BOHUTh CBOMM KJIMEHTaM MOCPEACTBOM HHTEPHET-
MeccenxepoB! Ecin Bam Oyzaer 3BOHUTH HACTOSLIMH COTPYIHUK OaHKa, TO OH
TOYHO OyJIeT 3HaTh, KAK MUHUMYM HoMmep Baieit 0aHKOBCKOM MIaTEXHOM KapThl
Y HUKOTJIa HE CITPOCUT KOH(UICHIINATBHYIO HH(POpMaIIHIO B TeJIe(OHHOM pEKUME.
B cnyuae ecnu ¢ ucnonbs3oBanueM Baiiero cuera u npasaa KTo-TO OyAET NbITaThCA
COBEPILIUTh HECAaHKIIMOHUPOBAHHBIE OMNEpallMM W baHK 3TO 3aMETUT, TO €ro
COTPYJIHHUKHU CIEpBa MHULMATUBHO 3a0J0KUPYIOT Bairy 6aHKOBCKYIO MIATEKHYIO
KapTy, Mocie 4dero coodmwar Bam mnpuumHy NpUHATOrO pemieHus (HUYero He
YTOUHSISA) ¥ IPUIJIACST B CBOE YUPEKAEHUS C MACTIOPTOM ISl ITOTYYEHUST HATMYHBIX
JEHEXKHBIX CPEJICTB U HAIMCAHUS 3asBJICHUS HA NIEPEBBIIYCK KapThl;

- yTOYHUTE ¢ KeM HMeHHO Brl oOmiaerech, mocie 4ero MoyIoKUTE TPYOKy
U TIEpEe3BOHUTE Ha HOMep TenedoHa, KOTopblil oToOpaxkancs y Bac Ha skpane
(B TOM ciryyae BbI CBSKUTECH UMEHHO C TEM aOOHEHTOM, KOTOPOMY MPUHAIJICKUT
yKa3aHHBI HOMEp, @ HE CO 3JIOYMBIIUICHHUKaMH, KOTOPBIE €ro HCHOJIb30BaIN
C LIEJIbIO CKPBITh CBOI HACTOSIIMI HOMEP) U YTOUHUTE CyTh BOSHUKILIEH MPOOIJIEMBI.
Cxkopee Bcero codbeceHuK cooomuT, uTo Bam BooO1ie He 3BoHMI. COBpeMEHHBIE
TEXHOJIOTUM TMO3BOJISIIOT MOAMEHUTh HOMEp Ha 3KpaHe Bamero tenedona Ha



COBEPILIEHHO J000H, B TOM 4YHUCJIE 3aMEHUTh €ro JJisi MpuMepa Ha3BaHHEM
yupexIeHus: OaHka;

- eclii e Ha Bac oka3pIBaeTCs NMCUXOJOTMYECKOE JABJIEHUE YIrpO3aMH, 4TO
4yepe3 HEeCKOJIbKO ceKyH/ Bbl moHecetre ¢uHAHCOBBIC MOTEPU, KTO-TO OGOPMUT Ha
Bac kpeaut unm uyto eciu Bel He coobmuTe TpedyeMyto HHGOPMAIUIO, TO KapTy
BOOOIIE 3a0JOKHPYIOT, HE BOJHYHTECh, 3TO OOBIYHAS YJIOBKA MPECTYMHHUKOB,
IJIaBHAs LI€JIb KOTOPBIX BBECTU Bac B cOCTOsIHME HEYBEPEHHOCTH U CTpaxa MOTePSATh
coepexenus. Jlaxke B 3TOM ciyyae He cooOuiaiTe HHUKakod WHGOpMaIu
coOeCeTHUKY;

- CaMM TMEPE3BOHUTE B CBOM OaHK WIIM B KPYTJIOCYTOUHYIO CIIY>KOYy cepBuca,
HOMEp KOTOpOM HamucaH Ha OOOpOTHON cTOopoHe Barei mimaTexHOW KapThbl
u coobmmTe o cayuuiieMmcs. Ckopee Bcero crnenranuct coodmut Bawm, dyto
HUKAKUX HECAaHKIIMOHUPOBAHHBIX olepanuil 3a)uKCUPOBAHO HE OBLIIO0, & COTPYIHUK
banka Bam He 3BOHMIL.

Ecnu xe Bbl cooOmunu komy-mubo uHOpManuio O CBOEH OaHKOBCKOM
IJIATEKHOM KapTe, TO3BOHUTE B CBOM baHK MM IPUMHUTE MHBIE MEPBI K CKOpEUIIIEH
ee OsokupoBke. C 3a00KHMpOBaHHOTO cyeta Bam 0e3 kakux-mubo 3aTpyHEHUMH
Y KOMUCCUH BBIAAAYT BCE JEHEKHBIE CPEACTBA MO MPEABSIBICHUIO ACIIOPTA.

[TomuuTe, uro ecnu Bbl cooOUIUTE 37TO0YMBIINUIEHHUKY PEKBU3UTHI CBOCH
O0AHKOBCKOM IJIATEKHOW KapThl, TO OH CMOKET PACTIOPSKATHCS BCEMHU CPEJCTBAMU
Ha cYeTy, a Takke oQpopMuUTh Ha Bamie WMs 1ONOJHUTEIBHBIE KpPEIUTHBIC
00s13aTeNbCTBA (OHJIANH-KPEANT).

B kadecTBE NpHMEpOB NPECTYIUIEHUH, COBEPLIEHHBIX C HCIIOJIb30BAHHEM
METOMKHU «BUIIMHIa» MOKHO PUBECTH CIIETYIOUIHUE:

14 auBaps OCK BY/] 1o u. 4 ct. 212 YK Pb no 3asBnenuro ot 11 sauBaps
Kumnu E.N., 1962 r.p., neHcuoHepku, xuTt. T. bpecra, uro 11 suBaps ¢ 18.06 no
19.34 Heu3BeCTHBIN, HAXOJACh B HEYCTAaHOBJIECHHOM MECTE, MyTeM Tele(POHHBIX
3BOHKOB OT MMeHHM coTpyaHukoB OAQO "BIIC-Bank" ¢ mpocb0oil mpenocTaBuTh
PEKBU3UTHI OAHKOBCKOM KAPTOUKH M MOJYUYMB MX, TOXUTUI C KapT-cuera 74 728,70
pyOJIeH.

16 suBaps OCK BY/l no 4. 4 ct. 212 YK Pb no 3asBinenuto ot 15 sHBaps
CemenoBa A.W., 1953 r.p., nencuonepa, xut. 1. Yepuu, uto 11 suBaps ¢ 16.52 no
18.00 Hem3BeCTHBIN, HAXOASICh B HEYCTAHOBIEHHOM MECTE, C HMCIOJIb30BAHUEM
rinobanpHOU cet «IHTEepHET», MyTeM Tele()OHHBIX 3BOHKOB OT UMEHU COTPYAHHUKA
OAO «ACH benapycbGank» ¢ mpoch00i MPEAOoCTaBUTh PEKBU3UTHI OAHKOBCKOM
KapTOYKH U MOJTYYMB UX, IOXUTUI C KapT-cu€Tta 67255 pyoOsrs.

8 depans B 19.45 oOpatunuce Jlomec M.B., 1986 r.p., 3amectuTtens
nupekropa MOOO "®pusa Uupactpu", u ee myx - rp-H Urtanuu Jlonec Jlynmxu,
1978 r.p., mupektop ykazanHoro HMOOQO (pa3penieHue Ha NTPOKUBAHHUE JI0
17.12.2021 ropna), »xutenu r. bpecra, uro 8 pepas ¢ 18.31 go 18.46 HensBecTHbIN,
HaxoJsICb B HEYCTAaHOBJIEHHOM MECTE, C HCIOJIb30BAaHUEM TJIOOAIBHOM CEeTH
"Unrepuer", myrem TenedOHHBIX 3BOHKOB OCPEACTBOM MecceHkepa "Baitbep" oT



uMeHu coTpyaHukoB 3A0 "IIpuopOaHk" ¢ MpockOOil MPEaOCTaBUTh PEKBU3UTHI

OAaHKOBCKOW KapTOUYKW M MOJYYUB HX, MOXUTUI C KapT-cueta 43 586 pyOseii.
8 derpans OCK BY /I o 4. 4 c1. 212 YK Pb.

BTtopsim Hanbomee pacnpocTpaHEHHBIM CIIOCOOOM MIPECTYTICHUH YKa3aHHON
KaTeropuu sBisieTca «BummHry - noigydeHue 3JI0yMBIIUICHHUKAMHU J0CTYyIIa
K peKBU3UTaM OaHKOBCKUX KapT TpaXkJaH C MOMOIIbIO (DUIIMHTOBBIX CTpaHUIL,
UMUTUPYIOIIMX  pa3jM4Hble  TOPrOBblE  WHTEPHET-TUIOMIAAKU.  TakoBBIX
B IpoleaemM roxay cosepiieHo 1362 (44% Bcex BBICOKOTEXHOJIOTHYHBIX
npectyrienuit). Ilo cocrosuuto nHa 11.02.2021 roma yxe coBepmieHo 145
npectyrmieHui naHHoi kareropuu (41% Bcex npecryrmienuit mo nuaun CBT,
3aperucTpupoBaHHbIX B 2021 roay).

B kaudecTBe npumepa TOProBoy IIOLIAKH, HAN0OJIEE YacTO NPUBIIEKAIOIIEH
37I0YMBINUIEHHUKOB, siBisieTca «Kydap» (https://kufar.by) — nonynsipusiii cpenu
0eJI0pyCOB CalT 0OBABIICHHI, YepE3 KOTOPHIA MOYKHO MPOJIaBaTh U MOKYIATh BELIH.

CyurHocTh JaHHOTO cr1oco0a 3aKII0YaeTcsl B TOM, YTO IPECTYITHUK Ha KaKOM-
JA1M00 TOProBOM IUIOIIAJIKE HAXOAUT MPOAABIA, KOMUPYET €ro KOHTAKTHbIE JaHHbBIE,
MIOCJIE YEro UIIeT aDOHEHTCKUI HoOMep Telle(poHa MPOAABIA B PA3IMYHBIX UHTEPHET-
MECCEH/IKEPAX, MPEICTABISACTCS MOKYNATEIEM U U3bSBIISIET )KEeJIaHUE TPHUOOpecTH
TOBap IO Ipenoruiare Ha Bamy kapry. B manpHelmeM OH BBICBUIAET IIPOJABILY
(UIIMHTOBYIO CCBUIKY (CCBUIKY Ha MOJAJENbHYIO CTpPaHUIly) HPENoIiaThl, TIE
npoAaBIy HEOOXOAMMO BBECTH HOMEP CBOEH OAHKOBCKOM KapThl AJIsl TOTO, YTOOBI
HOJIyYUTh A€HbI'U OT MOKYIATeNsl.

[TonnensHas cTpaHuila BU3yaJlbHO OYEHb MOXO0Xa Ha CTPAHUIY pealibHO
CYIIECTBYIOIIECH TOPrOBOM IJIONIAIKK UJIM BOBCE UJICHTUYHA €M, pa3MellaloT ee Ha
calTe, Ha3BaHUE KOTOPOTO BU3YaIbHO OUYE€HB IMOX0XKE HA HA3BAHUE CATa PeaJbHOU
MJIONIAIKA U MMEET JIMIIb HE3HAUMTENIbHbIC pa3iuuus, ECTeCTBEHHO, HUKAKUX
JICHET TIPOJIaBell HE MOJYYUT U KaK TOJBKO OH BBEJET JAaHHBIE CBOEU KapThl, OHU
OKaXXyTCSl B pyKaxX MOIIIEHHUKA, KOTOPBIN MOJYUUT JIOCTYI K KapT-CUETYy U CMOXKET
MCIIOJI30BaTh Pa3MEICHHBIC HA HEM JICHEXKHBIE CPEJICTBA 10 CBOEMY YCMOTPEHHUIO.
AKTyalnbHBIMH  SBJISIIOTCS  CXeMbl oOOMaHa TMIOKymaTeJie U IPOJaBIIOB
C UCITOJIb30BAaHUEM TSI IOCTABKU PA3IMYHBIX «(OUIIIMHTOBBIX)» IIOYTOBBIX CEPBUCOB
(EBpomoura, benmoura u ap.)

CyllecTBYIOT U UHBIE CXEMBI «Pa3BO/Ia» KakK MOKyMHaTeleH, TaK U MPoAaBlLIOB
Ha Pa3IMYHBIX TOPTOBBIX IUIOMIAAKaX. VX CyNTHOCTh 3aKJIFOYAETCs] B TOM, YTOOBI
MOJYYUTh PEKBU3UTHI OAHKOBCKOW KapThl C IEIbI0 JaJbHEHIIEro XHUIICHUS
JICHE)KHBIX CPEACTB.

Haubonee ontumanbHbIM crnocoOoM o0e3onacuth cedst OyJIeT OTKpBITHE
JIOTIOTHUTEIbHOW OAHKOBCKOW KapThl, KOTOpas OyaeT mpeaHa3HadyeHa JIHIIb s



COBEpILIEHU OIyIaT B ceTu HTepHET U Ha KOTOPOH He OyyT XpaHUTCS JIEHEKHBIE
CpelcTBa.

JI71st TOorOo, 4TOOBI HE CTaTh KEPTBOM KMOEPHPECTYIMHUKOB, COBEPIIIAs CACIKU
B cetu MHTEpHET cnenyer:

- BECTU OOIIEHHWE C MOTEHIMAIBHBIMU MOKYNATEISIMU WU TMPOJaBlIIAMHU
TOJIBKO BO BHYTPEHHEM 4YaTe TOPTOBOM IUIOMIAAKHU (3a4aCTyI0 TOPTrOBbIE IIOMIAAKN
OJIOKUPYIOT BO3MOKHOCTh IEPEX0/1a Ha MOJIJIEIbHBIE PECYPCHI);

- Bend OOIIEHHWE C TI0JIb30BaTelieM CTOUT TMEePEeUTH K ero npoguiIro
¥ 00paTUTh BHUMAaHUE Ha JIaTy CO3[aHus (€CIU OH CO3/IaH HECKOJIbKO JHEH Hazal,
TO 3TO JOJKHO BBI3BATh JIOMOJHUTENIbHYIO HACTOPOKEHHOCTD);

- OYEeHb BHUMATEJIbHO OTHOCUTCA K JIOOOMY Cilyyaro, KOrja HeoOX0auMo
BBECTH JIJaHHbIE KapThl WJIH MH(OpMAIUIO, IPEIOCTABICHHYI0 OAHKOM (CMC-KOI,
JIOTUH WM TapoJib OT UHTEpHeT-OaHkuHra). Camblil HaJeKHbINH croco0 ybepeub
CBOU CPEJICTBA — ATO HUKOMY HE COOOIIaTh PEKBU3UTHI CBOEH KapThl;

- YTOYHUTHL y coOecelHMKa HoMep TeiedoHa ecilii OH He YyKas3aH
B OOBSIBIICHUM, @ MOTOM ITO3BOHUTE HAa ATOT HOMEpP, YTOOBI yOEIUTHCS, UTO OH
pEaJICH ¥ MPUHAIC)KUT UMEHHO MTOJIB30BATEIII0, C KOTOPBIM Bbl COBEPIIIACTE CCIKY
(0Y€Hb YaCTO 3JI0YMBIILICHHUKU UCTIOJIB3YIOT HOMEpa TeJIe(OHOB, B3ATHIC B ApEHTY
Ha HEMPOJOJDKUTENbHOE BpeMs U (PU3UYECKOT0 J0CTyIa K HEMY, HE UMEIOT);

- u3berath mepexojia MO HEU3BECTHBIM HHTEPHET-CCHUIKAM, KOTOpPHIE
MPEIOCTABIISIOTCS B XOJI€ TEPENMUCKU SIKOOBI I TOJyYeHHs MPEOoIUIaThl WU
odopmienust gocraBku. Ecnu Bam npucnanu Takyro CChUIKY, TO, HE3aBUCUMO OT
TOro, KTO €€ Mpuciai, NpexAe YeM MO HeWl NEepelTH, CIIeyeT BHUMATEIbHO
poOBEepUTh JIOMeHHOe wuMs (aapec pecypca). ChenaTb 3TO MOXKHO OTBHICKAaB
B MHTEpHETE OUITMATBHBIN CAalT M CBEPUB HAMTMCAHUE IOMEHHOTO MMeHU. OTInyue
B OJIHy OyKBY WJIM CUMBOJI CBUAETEILCTBYET O TOM, UTO Tepeq Bamu ccblika Ha
MOJJETbHBIN peCypC.

Crnenyer mOMHUTH OCHOBHBIE TPAaBHIIA MH()OPMAMOHHOW O€30IaCHOCTH IO
3a1uTe OaHKOBCKOW KapThI:

- XpaHuTh B TallHE MUH-KOJl, CBEACHUS C KAPTOUKH CEAHCOBBIX KOJIOB;

- [IpuKpbIBaTh Ja0HBIO KIaBUATYPY IIPHU BBOJIE MUH-KOJIA;

- OdopMUTh OTAETBHYIO KapTy JUJIsl OHJIAWH-TIOKYTIOK, BbI€3/1a 3a TPaHULLy U
HE XpaHUTh Ha HeW Oonblmue cymMMmbl. Jljis KapTel, ucnoib3yemoil B PB,
PEKOMEHYETCSl OTPAHMYUTH BO3MOKHOCTh €€ MCIOJb30BaHus 3a npenenamu Ph;

- Ucnonb3oBath ABYX(aKkTOpHYIO ayTeHTH(pHUKaIuIo, yciayry «3-D Sequrey,
YCTAHOBUTh JMMHUTHl HAa MAaKCHUMAaJbHbIE CYMMBbI OIEpauui, MOAKIOYUTH CMC-
OIOBEILIEHNE O MPOBEAEHUY ONlepalnii IO KapTe;

- CkpoiTh CVV (CVC) HOMep Ha KapTe (TpeX3HAYHbIM HOMEP HAa 000POTHOM
CTOpPOHE), IPEABAPUTEILHO COXPAHUB €r0;

- [lopknounTh yciayry «SMS-0OIMOBEIIEHUEY .

Kpome Toro, BBOIUTH «JIOTUH» U «I1apOJIb» K cucTeMe «HTepHeT-0aHKUHI»
TOJIBKO Ha OQHUIMAIbHOM cCailiTe WM B MOOMJIBHOM MpuioxkeHuu Oanka. Ilpu



OOHapy>KeHUH HECAHKI[MOHHUPOBAHHOI'O CIHUCAaHUS JEHEKHBIX CPEJICTB C KapT-
cdeTa, He3aMeJIMTEIIbHO OOPAaTUThCS C 3asBIICHHEM B OaHK JJIsl X BO3BpaTa Io
MPUHLNIY «HYJIEBOH OTBETCTBEHHOCTW». (COOIOIEHHE ATHUX HECIOXKHBIX Mep
MPEAOCTOPOKHOCTH MO3BOJIUT YOepeub Balllu JEHEKHBIE CPEJICTBA OT MPECTYMHBIX
MOCATATENbCTB.

Ecnu Bbl Bce ke BBeJIM JaHHbIE CBOEH OAHKOBCKOW KAapThl HA MOJIECILHOM
pecypce Ui COOOIIMIN UX TOCTOPOHHEMY JIUIY, HEOOXOIMMO B CPOYHOM TMOPSAIKE
pPOU3BECTH OJOKUPOBKY KapThl, IMO3BOHMB B OaHK JHOO CaMOCTOSITEIIHLHO
B UHTEpHET-OaHKUHTE.

Buns npoGiemy yBelnueHUs pocTa BHICOKOTEXHOJIOTUYHBIX MPECTYTUICHUH,
B TOM YHCJI€ COBEPILIECHHBIX C TMOMOIIBIO METOJMK «BUIIUHTA» U «(QUILIUHTA,
a TAK)K€ NPUHUMAs BO BHUMAHME MHMHUMAJbHBIC TII03HAHUA HACEJEHUS II0
obOecrnieueHu0 cOOCTBEHHON MH(OPMAIIMOHHON Oe30macHOCTU B ceTu MHTepHeT,
MuHucTepcTBO BHYTpeHHUX el Pecriybnuku benapych mocTosiHHO pazpadaTbIiBaeT
MaTepuanbl NpopUIAKTUYECKON HANpaBIEHHOCTH. B kauecTBe mpumepa MOKHO
NPUBECTU JUCTOBKY Ha TeMmy «Kak He cTaTh XepTBOl KHOEpHpeCTyINHUKAY,
B KOTOPOW PHUBEAECHBI LIECTh OCHOBHBIX MPaBUJ HHPOPMALIMOHHOM 0€3011aCHOCTH,
a UMEHHO:

-Hanexxnbie maponu;

-besonacusiii WI-FI;

-bpay3epsl u calTsl;

-3ammTa OHJIalH-0aHKWHTa;

-Mcnonp30BaHKe NPUIIOKEHNM, COLICETEN U MECCEHIKEPOB;

-be301acHOCTh 3JIEKTPOHHOM ITOYTHI.

Kak ne cmamo afcepmeoﬁ npecmynﬂeuuﬁ 6 couuaibHvlxX cemnax

Ha ceronusiiauii 1eHb B MOJIOAEKHOM cpejie Mbl BPSIJ JIM HailieM KOT0-1u0o0,
KTOo He Obul Obl 3apeructpupoBaH «BKonrtakrtey, «DeiicOyke», «MHCcTarpamm»
KAKUX-IM0O TemMaTH4eckuxX (opyMax WM MHBIX IUIOMIAJKaX JJIi BUPTYaJbHOTO
oOmeHusi. B 1enom 310 HOpMa, Bellb YEJIOBEK >KMBET B OOLIECTBE U CTPEMUTCS
oOmatecs. OJIHAKO HEKOTOpasi HEOIBITHOCTh, HAMBHOCTh U JIOBEPUHUBOCTH MOPOM
IIPUBOJIUT K HETATUBHBIM ITOCIJIEICTBUSIM.

OcHoBHas mpobJieMa COlMaIbHBIX CETe — ATO KaK pa3 JOBEpHE K TEM, KTO
BHECEH B CIHCOK «JIpy3ei». bezmymHoe npeioxkeHue «ipyxk0bh» OT HEU3BECTHBIX
WJIM MAJIOU3BECTHBIX JIFOJIEN MOKET MPUBECTHU K IPAMATHUYECKUM MOCIIEICTBUSIM.

YacTto BcTpedaromascss B HACTOSIIIEE BPEMs yrpo3a — 3TO B3JIOM
MOJIb30BATEIbCKUX YUYETHBIX 3aluceld COouuaibHBIX pecypcoB. [lpuunH TOMY
HECKOJIbKO U MPEXkKIE BCEro — HEOPEKHOE OTHOUIEHUE MOJb30BaTelield K CBOUM
MapOJIsIM.



[IpecTynmHUKN TPEXIE BCEro CTPEMATCS IMOJYYUTh JOCTYN K aKKayHTaM,
KOTOpbIE 3allMIIECHHBbIE MPOCTHIMH NapossiMu. J[[Is 3TOro OHHM 3aIycKaroT
IPOrpaMMBbl, MOAOUPAIOIINE MAPOIH U UCHOJIB3YIOT TOTOBBIE CIOBAPH M MPOCTHIE
couyeTaHus OyKB C IUPpPAMHU.

NMEHHO MO03TOMYy MpH CO3J1aHUH TMapoJii HEOOXOAUMO HCHOJb30BATh
KOMOMHAaUU OyKB, IU(P, CHEIHAIBHBIX CHMBOJIOB, HEOUEBHUIHBIC ACCOLMALIUU
Y COYETAHUS Pa3IMUHBIX JIEMEHTOB.

Crout TaKke MOMHUTH, YTO HKCIIOJNB30BaTh OJWH Mapoiib JJsl JIOCTYIa
K Pa3HBIM aKKayHTaM HE PEKOMEHAYeTCS TaK KaK KaKIbli HMHTEPHET-pecypc
UCTIOJIb3YET CBOU CUCTEMBI 3alIUThI M XpaHEHUS TapoJieii, KOTOPhIE HE BCET1a MOTYT
ObITh peann30BaHbl Ha BHICOKOM ypoBHe. CorjacHo craTucTuke, okojo 14 %
TI0JTb30BaTENIeH MCIONB3YIOT OJWH M TOT JK€ Mapojib Ui aBTOPU3AIlMH Ha BCEX
aKKayHTaX W IMOJIyYUB JOCTYI K OJHOMY, 3JIOYMBIIUICHHUK HEMTPEMEHHO TOIYYHT
JOCTYT U K IpyruM. CTOHT 3aIIOMHHTD, YTO AP0 — ITO CEKPET, KOTOPBIH JOIDKEH
IPUHAICKATH TOJIBKO OJHOMY YEIIOBEKY, a €CIIM O HEM 3HAeT KTO-TO eIlle, TO 3TO
YK€ HE CEeKpeT.

[locne coBepieHUsT HECAHKIMOHUPOBAHHOTO JOCTyHa K MEPCOHATbHBIM
aKKayHTaM, B TEYEHHE IIEPBBIX CYTOK 3a4acTyl0 pPAa3BUBAKOTCSA CIIEIYIOLIUE
CLIEHAPUHU:

- 3JIOyMBIIUICHHUK,  PAacChbUIa€T  BCEM  BUPTYAIbHBIM  «JPY3bIM»
NOTEPIEBIIET0 MPOCKOY MOJ Pa3IUYHBIMHU TPEAJIOraMu COOOLIUTh PEKBU3HUTHI
OaHKOBCKOM IIaTEXKHON KapThl. DTO MOXKET OBITh €€ (POTO WIIU MPOCTO HOMEP, CPOK
NEHCTBUS U UHBIE PEKBU3UTHI, IPU 3TOM, XOTb B OOJILIIMHCTBE CBOEM IIKOJbHUKU
OAHKOBCKHMX KapT HE UMEIOT, HO JKeJasi IOMOYb «IPYTy» OUYE€Hb YaCTO UCHOJIb3YIOT
KapThl CBOMX POJACTBEHHUKOB U Jpy3ei. [[opoi mpecTymHUKN POCAT NPOCTO HOMEP
MOOMJIBHOTO Telie(poHa 1 IO MBITAIOTCA HOXUTUTH CO cueTa TenedoHa IEHbIY U
HAa000POT MCHOJB3YIOT €r0 Kak MPOMEXYTOYHOE 3BEHO, HAINpaBisid Ha 3TOT CUET
Yy>KH€ JEHbI'M, TEpPEeBOAS HMX 3aTeM Jajblle, 4yToObl 3amyTaThb CBOM CIEIbI
(MpakTUYECKH BO BCEX CIy4yasx XMWILEHHUS JEHEXHBIX CpPEICTB CO CUYETOB
MOOMJIbHBIX TEJIE(POHOB MOTEPIEBUINE EIIE COOOIIATN MPECTYTHUKY EPCOHAIIBHbBIE
KOJIbI, IPUXO SIS B BUAC CMC-COOOIICHHI Ha TenedoH);

- 3JIOyMBIIUIEHHUK UW3Yy4aeT COAEpP)KaHWE NEPENUCOK IOTEPHEBLIETO
Y UCIOJIB3YEeT MX COJEpKaHUE B KA4ECTBE WHCTPYMEHTA JJII BBIMOIaTEIbCTBA
JICHEeXKHBIX cpecTB. TakuM 00pa3oM, MHCTPYMEHTOM BBIMOIaTeIbCTBA CTAHOBATCS
JUYHbIE JMAJIOTH Ha OTKPOBEHHBbIE TeMbl, ¢oTorpaduu, colaeplKaluecss Ha
CTpaHUIIE U B JAMAJIOTaxX U MHbIC OYEHb JUYHBIC AaHHbIE. OOBIYHO, TIEpe]] TEM Kak
CBS3aThCS C MOTEPIIEBIINM, TPECTYITHUK JIENA€T CKPUHIIOT CIIUCKA BCEX €ro Apy3eit
u Onm3kux. M30exarh mojl00HOr0 BO3MOXKHO JIMIIL IYTEM PEryJsipHOM YHMCTKH
CBOMX JIMAJIOTOB W YJIaJIEHUs U3 CETU BCell MH(pOpMALMK KOMIPOMETHUPYIOIIETO
XapaKTepa;

- 3JI0YMBIIIUIEHHUK HAYMHAET pacchbliaTh PA3IMYHOIO POJia MOPOYAIYIO
MH(OpPMAIMIO OT UMEHHU BIIAJIENblla CTPAHULIBI UHBIM MOJb30BATEISAM, CCHUIKM Ha
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NOJAJIETIbHBIE pEecypchbl OAHKOBCKUX YUPEXKACHHHM, a Takke BpPEeIOHOCHOE
MporpaMMHOE OOECTICUeHHE, YTO TaK)Ke MOXKET TMPUBECTH K CEPhE3HBIM
MOCJIEICTBUSIM.

B ciyuae oOHapykeHHsS «B3JIOMa» aKKayHTa, IpPEXKAE BCEro, Cleayer
MOMBITATHCSI BOCCTAHOBUTH JIOCTYINl HauOoJiee MPUBBIYHBIM CIOCOOOM, ITyTEM
OTIIPaBKU COOOUICHHSI HAa «IPUBS3aHHBIN» HOMEpP MOOMIBHOTO TenedoHa WM
AIIEKTPOHHYIO MOYTY, KPOME 3TOTO, CIEAYeT OMOBECTHThH Jpy3eil M 3HAKOMBIX 00
MHIMJEHTE, UCTIONb3Ys PU ATOM UHBIE COI[MANIbHBIE CETH U MecceHKephl. Kpome
3TOTO, YTOOBI B KaKOW-TO Mepe 00e30mMacuTh cedsl OT B3JIOMa, CHEIHAIHCTHI IO
0€30MacHOCTH PEKOMEHAYIOT «IIPHUBS3aTh» CTPAHUIYy COLMAIBHON CETH MMEHHO
K HOMEpY MOOMIJIBHOTO TenedoHa, a He K aapecy 3JIEKTPOHHOM MOYTHI, IPH 3TOM
BXOJ] Ha Barry cTpanuily ¢ HEM3BECTHOTO KOMITBIOTEPA MIIM MOOMIIBHOTO TeneoHa
OyZeT He BO3MOXKEH 0€3 3HaHUs KO/, KOTOPBIA OyJeT BhICIAaH HA YKAa3aHHBIN MIpH
pPETUCTPALIUU CTPAHUIIBI HOMED.

Kak ne cmamo scepmeoii npecmynjieHuil RPOmMue UHGOPMayUoOHHOU
oe3zonacrnocmu

K mpectymieHusmM npoTuB HMH(DOPMAMOHHOW O€30MaCHOCTH OTHOCATCS
CJIEIyIOIME YTOJIOBHO-HAKA3yEMbIE JICSIHUSA:

- Cratbst 349. HecaHKIIMOHUPOBAHHBIA JOCTYII K KOMIIBIOTEPHOM
uHdopmaIuy;

- Cratbs 350. Moaudukaius KOMIbIOTEpHON HHGOPMAIINH;

- Cratbs 351. KomnbioTepHslil caboTax;

- Cratbs 352. HenpaBoMepHoe 3aBlaicHIEe KOMIIBLIOTEPHON HH(POPMAIIUEH;

- Cratbst 353. U3srotoBieHue u0OO COBIT CHEIUATBHBIX CPEACTB IS
MOJIyYeHHs] HEMPABOMEPHOT'O JOCTYIa K KOMITbIOTEPHOU CUCTEME WU CETH;

- Cratbs 354. Pa3paboTka, HCNOIB30BaHHE JHOO pacnpoCcTpaHEHUE
BPEJOHOCHBIX MTPOrpamm;

- Crartpa 355. Hapyuienue npaBui 3KCITyaTallii KOMIBIOTEPHOW CUCTEMBI
WU CETH.

W3 npecTyrieHuil yka3aHHOW KaTeropuu Ha TEpPUTOPUHU 00s1acT Hanbosee
paclpOCTPaHEHHBIMU SABJISIIOTCS MPECTYIUIEHUs, MpeaycMoTpeHHbie cT.354 VK
Pecniy6muku  benapycr (Pa3spaboTka, ucnonb3oBaHue MO0 pacripoCTpaHEHUE
BPEJIOHOCHBIX MTPOTpamM).

C pa3BUTHEM CETEBBIX TEXHOJOTUM BPEIOHOCHBIE MPOTrpaMMbl MOTYYUIIU
HOBBIE BO3MOXXHOCTH  PACOPOCTPAHEHHS W  JOIOJHUTENbHBIMA, 3a4acTyo
MaJI03aMETHBIHN MO0JI30BaTEN0 (PYHKIIMOHAI:

- BPEIOHOCHOE ITPOTpaMMHOE 00eCIIeUeHNEe MOXKET 3aln(poBaTh JaHHBIC Ha
KOMIIBIOTEPE 32 pacIMPOBKY KOTOPBIX MOTPEOYIOT «BBIKYID».

- KOMIIBIOTEP MOXET HavyaTh paboTaTh MEUICHHO U CO COOSMH, TIOTOMY YTO
0e3 Balero BeJIOMa €ro WCIOJB3YIOT JIJIs aTak Ha JAPYrue CauThl WM MaWHUHTA
KPUIITOBAJIFOTHI.
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- Y BaC MOI'YT NIOXHUTUTH JTUYHBIC JAaHHBIC, IIAPOJHX OT IMOYTOBBIX aKKayYHTOB,
CTpaHuIl B COONUAJIbHBIX CCTAX.

- BJIOYMBINUJICHHUKHK II0JIy4aT AOCTYII K BallUM INIATCKHBIM CHCTCMaM
1 JIMYHBIM KaOnHeTaM B 0aHkax. C BalInux CYEeTOB 6y,Z[YT CHATBI ACHBI'K, C IIOMOIIIBIO
BallUX KapT pacIiuiaTATCA 3a 4yKUC IIOKYIIKH B I/IHTepHeTe.

B exegHeBHOM MOTOKE COOOIIECHUM 3J0YMBIIIJIEHHUKAM HE COCTaBJISET
HUKAKOTO TpyJla CHPSATAaTh BPEIOHOCHBIE MPOTpaMMbl B SJEKTPOHHBIX MUCHMAX,
MOCTYTAIOIIMA B Ballld MOYTOBBIE SIIIUKH, PeasIbHAS 1I€JIb KOTOPBIX HE COOOUIUTH
3HAYMMYI0 HH(POPMALINIO, a TOOBITh €€ Y MOJIb30BATEl WK BHIHYAUTH COBEPIIUTD
Kakue-moo nerctBus. CTOUT MOHUMATh, YTO JII00Oast WH(OpMaIKs, KOTOPOl MbI
oOMeHuBaemcsi B UHTepHeTe, MpeACTaBIseT MOTEHIIMAIbHYIO IIEHHOCTh €CITU 3HATh,
KaK IIPaBUWJIBHO €10 BOCIIOIb30BATHCS.

HemanoBaxHoe 3HayeHHWE B OO0ECHEYEHHH O€30IacHOr0 HCIOJIb30BAHUS
AJIIEKTPOHHOM TIOYTHI SIBJISIETCS BHUMATEIBHOE OTHOIIEHHE K COJIEPKHUMOMY
BXOJsIIEeN KoppecnionieHuuu. [IpukpensenHsie Gailiibl 00bIYHO BOCIPUHUMAIOTCS
KaKk pa0o4yuii MHCTPYMEHT W MOJO3PEHHS HE BBI3BIBAIOT. BcenencTBue yero Ha
pacuupenue (aitia BHUMaHue oOpaiiaeTcs B MOCIEAHIOI OUepeb.

UtoObl HE cTaTh >KEPTBOM MPECTYIUIEHUH TMPOTHUB HHPOPMAIMOHHOM
0e30MacHOCTH, ClIelyeT HEYKOCHUTEIBHO CJIeI0BaTh MpaBuiIaM UHPOPMaIMOHHOM
0€30MacHOCTH:

- HE YCTaHaBIIMBAaThb MPOTpaMMHOE OOECTeUeHHEe U3 HEU3BECTHBIX
HMCTOYHUKOB;

- HE OTKPBIBATh AJEKTPOHHBIX MUCEM OT HEWU3BECTHBIX OTIPABUTEIICH, HE
NEePEXOAUTh MO CChUIKaM U HE 3aITyCKaTh BIIOKEHHbIE (DAIITBI;

- HCNOJb30BaThb HaubOJIEE COBPEMEHHYI0 BEpPCUI0O AHTHUBUPYCHOTO
IPOTPaMMHOTO 00ECTICUCHUS;

- HMCIOJIb30BaTh 0O€30macHble (CJIOXKHBIE) MApOJM, a TaKXKe MEXaHU3MBbI
JIOTIOJIHUTENILHOW ayTeHTU(UKAIINY;

- XpaHUTb MAPOJIU B TaHE J1aXKe OT OJIM3KUX;

- HE OCYILECTBIISATh MEPEXO0JIOB MO MOAO3PUTEIBHBIM CChUIKAM U HE BBOJIUTH
JUYHYy0 uHbopmanuio (HoMmepa KapT, TeaehOHOB W T.I.) HHU TMOJ KAKUMHU
0JIarOBUIHBIMU TTPEJIOTAMH.

Hcronb3ys 3JIEKTPOHHYIO NTOUTY BCEr/Ia JOJDKHBI HACTOPAKUBATh!

- ao0bie  TpeOOBaHUS U MPOCHOBI COOOIIUTH TMMAPOJIb WA WHBIE
NEPCOHANbHBIE JaHHbIE, MOCTYMUBIIEM JaXe OT 3HAKOMOTO JIMIa WM SKOOBI OT
MIPEACTABUTEIISI CITY>KOBI 0€30MaCHOCTH;

- JTt00bIe TMChMA C TPEOOBAHUSIMU BBECTH WUJIM OTIPABUThH CBOW Mapoib
OT OHJaiH-0aHKa WM PEKBU3UThI OAHKOBCKOM IUIATEKHOM KapThl. ODTUMHU
CBEJIEHUSIMHU JJOJIKEH BJIAJIETh TOJIBKO JIEP>KATEIb KAPThI U JaXKe COTPYJHUKY OaHKa
MX coOoOIaTh HE CTOMT;
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- BCILIBIBAIOIME OKHA B TOM YHCJE C IPEUIOKEHUSAMU 0y4acTBOBATh
B OCCIIPOUTPBIIIHBIX AKLHIX, a TAKXKE MHCbMa C HEONPAaBJAHHBIMH IOMETKaMU
«CpouHO!» M HEBHATHO cPOpMyIupOBaHHOW TemoW mucbma. [loMHUTE: Yem
coOJa3HUTENbHEE TMPEAJIOKEHUE, TEM BBIINIE BEPOATHOCTH TOTO, YTO OHO
MOIIIEHHUYECKOE.

VYrpasieHue no NpoTUBOJECHCTBHIO KHOEPIPECTYTHOCTH
KM VYB/J] bpectckoro obmucnoyikoma



